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Abstract
Image encryption today is divided into changing image pixels’ value or chang-
ing image pixels’ coordinates. In this paper, an image encryption system based 
on changing both pixels’ value and position using one chaotic flow systems is 
proposed. At first, image dimension is changed form an M*N matrix into a 
vector of 1*(M*N), then Implement the random number generated from cha-
os system to produce the final encrypted image. The system has been imple-
mented on equal and non-equal dimension images and tested by using testing 
techniques:- correlation coefficient, DSF, ADC, PSNR, EQ ,ARE, MD, ID , 
measurement based on the value and position changing and entropy. Then the 
result is compared with the traditional scheme which uses ACM for scram-
bling then any chaotic system for changing pixel’s value. The simulation re-
sults show that, keeping almost the same encryption results quality but with 
decreasing the required time for encryption and decryption.
    
Keywords: security, image encryption, image scrambling, chaotic sequences, 
pixels coordinate. 
 



2900 Opcion, Año 35, Especial Nº 20 (2019): 2899-2921
Ahmed Karim Jassim

Método de cifrado de imagen basado en la transfor-
mación de la dimensión de imagen utilizando sistemas 
de fluMo caytico

Resumen
El cifrado de imágenes hoy se divide en cambiar el valor de los píxeles de 
la imagen o cambiar las coordenadas de los píxeles de la imagen. En este 
artículo, se propone un sistema de encriptación de imágenes basado en 
cambiar el valor y la posición de ambos píxeles utilizando un sistema de 
flujo caótico. Al principio, la dimensión de la imagen cambia de una matriz 
M * N a un vector de 1 * (M * N), luego implemente el número aleatorio 
generado por el sistema de caos para producir la imagen cifrada final. El 
sistema se implementó en imágenes de dimensiones iguales y no iguales y 
se probó utilizando técnicas de prueba: - coeficiente de correlación, DSF, 
ADC, PSNR, EQ, ARE, MD, ID, medición basada en el valor y cambio 
de posición y entropía. Luego, el resultado se compara con el esquema 
tradicional que usa ACM para codificar y luego cualquier sistema caótico 
para cambiar el valor del píxel. Los resultados de la simulación muestran 
que, manteniendo casi la misma calidad de resultados de cifrado, pero dis-
minuyendo el tiempo requerido para el cifrado y descifrado.
    
Palabras clave: seguridad, cifrado de imágenes, codificación de imágenes, 
secuencias caóticas, coordenadas de píxeles.

1 Introduction
Image encryption is a method for protecting the information in a digital 
image. There are two ways for image encryption: - the first one is chang-
ing image pixels’ value and the other is changing image pixels’ position 
(scrambling). The Highest degree of image encryption is by changing both 
the pixels’ values and coordinates. The resulting image is an encrypted 
image that has the same size of the original image with different histogram 
and redistributed of pixels in the original image (Jing-yu, Efficient Color 
Image Encryption and Decryption Algorithm, 2013). Chaotic systems are 
used to produce the random numbers which are used for the encryption 
process because of its characteristics of random behavior and aperiodicity. 
(Mao, Cao, & Liu) ( Gao & Chen, 2008)) (Prasad & Sudha, 2011).
Many algorithms are proposed for even changing pixels’ value (Zhu 
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Liehuang, 2006) ( Gao & Chen, 2008)) (H.H. Nien, 2005), or changing 
pixels position. Some proposed algorithms are proposed by using ACM 
for changing pixels’ coordinate then using chaotic system (flow or map) 
to change the pixels’ value.   (Mao, Cao, & Liu) ( Gao & Chen, 2008)) 
(Prasad & Sudha, 2011) (Zhu Liehuang, 2006). 
In this paper, a new encryption algorithm for image encryption based on 
changing image pixels’ value and position using chaotic flow sequences is 
proposed. At first, the proposed system is used to change the M*N image 
to a vector of 1*(M*N), the user to select one of five chaos flow systems 
which are: Lorenz, Rössler, Chua, Nien and CL for the encryption process. 
The main contributions of the proposed work are as follows: the use of the 
chaotic flows increases the immunity against the intruders as compared 
with the chaotic Maps because it is consists of three bands or higher. Also, 
the proposed system is applicable to equal and non-equal dimensional im-
ages. Changing pixels’ value and position id done in one iteration and us-
ing one chaotic system for the whole process.       
The rest of the paper is organized as follows: in section 2, the chaotic 
systems that are used in the proposed system are described in details. In 
section 3, the quality measurements of encryption that are used to evaluate 
the performance of the proposed system are reviewed. The proposed algo-
rithm and the simulation results are presented section 4, while the conclu-
sions drown throughout the work are given in section 5.

2. Description of Chaotic Systems 
In this section, the mathematical models of the chaotic systems used are 
reviewed. First, the classical Arnold map used for image square images 
.Then, the chaotic flow sequences used in the proposed scheme are de-
scribed.

A. Arnold cat map
“Arnold cat map” is a discrete system used in image processing for scram-
bling by changing the pixels positions. It is applied on images with size of 
N*N and given by (Willsey, Cuomoy, & Oppenheim, 2010)

Where Xn+1, Yn+1 are pixel positions after scrambling, Xn, Ynare pixel po-
sitions before scrambling, a and b are positive integers. The determinant of 
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the matrix in equation (1) must be equal to 1. To achieve high scrambling 
complexity, the scrambling process must be repeated many times until the 
original pixels are displaced enough from their original positions.Table.1 
shows the number of iterations (m) required to restore image of size N*N 
(Merah, Ali-Pacha, Said, & Mamat, 2013,)

B. Lorenz system
Lorenz system is considered the first chaotic system had been discovered 
by Edward N. Lorenz in 1963 for predicting weather, later it is used for 
many other applications one of them is encryption. Lorenz system is an ex-
ample of a non-linear dynamic system which is a3-dimensional dynamical 
system. The equations of the Lorenz system are (H.H. Nien, 2005)

C. Rössler system
Otto Rössler presented 3-dimensional dynamical chaotic system with a 
series of prototype systems of ordinary differential equations in 1970. The 
equations of this system are (Jing-yu, Efficient Color Image Encryption 
and Decryption Algorithm, 2013):
x ̇= -z-y
y ̇=x+ay                                                                                                     (4)
z ̇=b+z(x-c) ,
Where a, b and c are the parameters of the system.
 
D. Chua system
Another chaotic system is Chua system which had been developed from 
the Chua electrical circuit that had non-linear behavior. The equations of 
this system are (Mao, Cao, & Liu):
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3. Encryption Quality Measurements 
Many measurements are used to evaluate the strength of the scrambling 
algorithm quality. This section briefly discusses these measurements.
 
A.  Distance scrambling factor (DSF)
This is the first theory for scrambling measurement. Here, the distance 
factor is calculated by comparing the pixels positions between the original 
image and the scrambled one. The calculation of distance scrambling fac-
tor degree could be described as follows:
For original image of pixels positions (i, j) and scrambled image of pixels 
positions (i’,j’), the moving distance could be calculated as:
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where (i’, j’) is the position of scrambled image pixel and (i,j) is the po-
sition of original image pixel. The average distance of the whole image 
could be calculated from the following equation:

The average distance calculated from equation (16) must be greater than 
zero unless the scrambled image is the original image. Bigger ADC means 
higher scrambling (Mirghadri, 2010)

C.  2-D Correlation Coefficient
This method is used to obtain the degree of similarity between two images 
(matrices) by calculating the correlation coefficient between the two image 
with the same size M*N by the following equation:

E. Measurement Based on the Value Changing
This test depends on the comparison between the pixel’s value before 
encryption with the pixel’s value after encryption to obtain the changes 
whether regular or irregular.
The encryption quality could be obtained by measuring the deviation be-
tween the plain image and the cipher image as shown in the equation be-
low:-
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F. Maximum Deviation Analysis
Maximum Deviation analysis is a statistical analysis which is used to cal-
culate the deviation between the original and the encrypted images. This 
analysis could be calculated according to the following equation

where H and H’ are the histogram distribution of the original and the en-
crypted image. Higher MD means higher encryption degree and the en-
crypted image faraway (deviated) from the original one (Mirghadri, 2010)

G. Irregular Deviation Analysis
The irregular deviation is used to measure how the encryption process 
changes the values of the original image irregularly and randomizes it in 
uniform manner to make the statistical distribution of changing the pixels’ 
values uniform
The irregular deviation analysis can be obtained from the following steps:-
Calculate the absolute difference between the original and the encrypted 
images:-
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H. Measurement Based on the Value and Position Changing
This test depends on the comparison between the pixel’s value before 
encryption with the pixel’s value after encryption to obtain the changes 
whether regular or irregular.
The encryption quality could be obtained by measuring the deviation be-
tween the plain image and the cipher image as shown in the equation be-
low:-

I. Entropy
The encryption quality could be measured by calculating the entropy of 
the plain image and the entropy of the cipher image, then comparing be-
tween them. The entropy if the image could be evaluated by the following 
equation:-

the maximum entropy equals  8, and it is referred to as an ideal case of 
randomness. In general, the entropy of practical image is less than the 
maximum entropy (Mirghadri, 2010)

4. The Proposed Encryption Algorithm:
The proposed scheme performs the image encryption by using chaotic sys-
tems. At first , the original image transformed form N*M into a vector of 
1*D where D=M*N by taking row by row or column by column. Then 
creating three vectors with dimension of 1*D, where the vectors elements 
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are an indicator to pixel status (had been encrypted or not). The algorithm 
of the proposed scheme could be explained throughout the following flow 
chart:

The decryption process is done by following the same steps of the encryp-
tion process with using the same chaotic system, same initial values and 
same parameters. Any difference in any parameter or initial value makes 
the decryption process incorrect. Figure 1 shows the flowchart of the pro-
posed algorithm. 
It is worth noted that the decryption processes for vectors R, G and B, 
shown in this figure as three successive blocks, are identical. Figure 2 
shows the details of encryption process for vector R block as a flowchart. 
The proposed system has been simulated via MATLAB. At first, the pro-
posed algorithm applied on image of 256 * 256 and compared the result 
with the traditional systems when using ACM. Then the proposed system 
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5. Simulation Results
For equal dimensions, the image sizes that are taken for the system imple-
mentation is  (256*256), 
Figure 3 shows the encrypted image for each chaotic system used in the 
proposed system with initial value X0=0.1, Y0=0.1 and Z0 =0.1 with pa-
rameters that are shown in Table 1 
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Table 2 shows the best result of the proposed algorithm compared with the 
best results of the traditional scheme (the best value of each case is taken 
for each iteration):-
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The colored cells are the best result of the tests, while green cells show 
the number of iterations in the traditional schemes to reach the best result.
Figure 5shows the required time for encryption and decryption process of 
the proposed algorithm and the traditional scheme of each image size.

From figure 5 above, it is very clear that:
1) All the proposed algorithm systems are faster than the traditional 
one
2) As the image size increases, the speed improvement of the propose 
scheme over the traditional one increases and this improvement increases 
as the image size increases. For example, image of size 60*60, 100*100, 
120*120 and 128*128 the algorithm is faster two times.
3) For image size 256*256, the algorithm is faster four times.
4) For image sizes 480*480 and 512*512, the algorithm is faster 
about five times
For non-equal dimensions, the image size that is taken for the system 
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implementation is 473*846.  Figure 6 shows the original image of size 
473*846 with the resulting encrypted images after implementing the pro-
posed algorithm. After one iteration only, the encrypted image is decrypted 
using any type of the chaotic flow sequences considered as shown.

Figure 6 Lena original and the encrypted image using 4th propose algo-
rithm (473*846)

The values of ADC and DSF are the same values that are listed in table 
3 because these values depend only on the moved distance of the pixel 
from its original image. Figure 7 shows the required time for (encryption 
and decryption processes) of the proposed algorithm on Lena non-equal 
dimensions image.



2912 Opcion, Año 35, Especial Nº 20 (2019): 2899-2921
Ahmed Karim Jassim

For the results that are shown in table 3 and figure 7, it could be noticed 
that the algorithm has relatively very high speed even with images with 
large size. According to the statistical analysis of the algorithm, it has an 
excellent performance with high encryption degree and a short time re-
quired for the implementation.
This result is obtained via MATLAB simulation using personal computer 
of type HP Elitebook2540p has CPU Intel core I5. 

6. CONCLUSIONS
This paper proposes a new scheme for digital image encryption based on 
changing pixels’ value and position using chaotic flow sequence. Firstly, 
the N*M color RGB image are converted into three 1*D vectors where 
D=N*M, then the positions of the pixels are changed according to the gen-
erated number from the chaotic system that had been used from the first 
band, which define the pixel position for each vector of the image. Then 
the value of two pixels that had been switched in positions changed by 
using the random number generated from the 2nd and 3rd band from the 
same chaptic flow system. The image then is reconstructed after changing 
all pixels’ locations. The scheme performance is effectively evaluated by 
applying three types of tests which are Distance Scrambling Factor (DSF), 
Average Distance Change (ADC), 2-D correlation coefficient, Entropy re-
quired Time, Maximum Deviation , Peak Signal To Noise Ratio, Irregular 
Deviation and Measurement Based On The Value And Position Changing 
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(S) The experimental result shows that the proposed system has a higher 
degree of encryption from the first iteration comparing with the tradition-
al encryption system such as Arnold Cat Map. Another advantage of the 
proposed system is the implementation on equal and non-equal dimension 
images. Future improvement of the proposed system can include using hy-
brid chaotic flows and maps, changing the value of the pixels in the same 
time when changing their position to obtain higher degree of security.
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